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The club accidentally copied fans’ details into a
mass email addressed to up to 200 supporters

West Ham United could face action after accidentally leaking the details of
hundreds of supporters in an email to confirm matchday tickets.

The football club accidentallz cc-d the email addresses of up to 200 away

season ticket holders to confirm their ticket allocations for the Football
League Cup second round tie against Wimbledon AFC, set to take place

next Tuesday.
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1. DATA PRIVACY




o Policy in protection of personal data (privacy) -

Personal Data Committee of CUHK
( PREE(E ABR (FLRE) BUR - A B EEZE S )

« All staff members and students of the University who handle identifiable
personal data should take extra precaution to ensure that the relevant laws on
personal data (privacy) and University Guidelines are complied with and that
effective security measures are adopted to protect personal and sensitive data
concerning a wide spectrum of data subjects such as staff, students, alumni,
patients, clients, donors, job applicants and other data subjects involved in
research/experiments/surveys.
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http://www.cuhk.edu.hk/policy/pdo/en/

o The University’s Guidelines in Protection of Personal
Data (Privacy) - 6 Data Protection Principles

Principle 1 - Purpose and Manner of Collection
Principle 2 - Accuracy and Duration of Retention
Principle 3 - Use of Data

Principle 4 - Data Security

Principle 5 — Openness and Transparency
Principle 6 - Access and Correction

h
/]’""L%EE




o Principle 4 — Data Security

» appropriate security measures to be applied to personal data (including data
in a form in which access to or processing of the data is not practicable)

» Data should be protected against unauthorized or accidental access,
processing, erasure or other use having particular regard to:

o Access (physical or logical)
o Transfer oral
o Process

o Storage (Physical location, security measures)

-

=  Please take extra care and possible security measure when you @
are handling personal data!!!




o What is Personal Data?

o relating directly or indirectly to a
living individual

o from which it is practicable for the
identity of the individual to be directly
or indirectly ascertained

Name, Picture, Description of someone

Address, » Hobby and interest,

Age, Academic Grades,

Telephone number  Teaching evaluation

HKID number, results,

Student number, Opinion or expression on

Medical records, something,

Financial status, Examination scripts,
Personal mail/email

Hardcopy, eletronic copy, picture, video, voice
recording

Personal Data




2. PHISHING




o Phishing / Fraud E-mail
o Phishing Website




Lo

o Aim:
O To steal/collect personal/sensitive information
O To ask for money

o Purpose:
O Forsale
O For stealing your money
O For sending more phishing e-mails
O For controlling your computer, e.g. kidnapping
O For doing other illegal or evil things @




o Tactics:

O Use legitimate email’s look and feel

o Embedded with Wy

o a hyperlink which will redirect you to a phishing website
which contains virus

o an attachment which contains virus

O Tempt you to reply / Claim to be urgent




How to differentiate?

o Key phrases: ﬂﬁﬁmﬂ "
»  “Verify your account.” / “If you don't respond with 48 hours, your
account will be closed.”

*  “You have won the lottery.” K 4/
t I I ” 1ﬂo ,.-f?/"'«‘?.l .
o “To unsubscribe, click here... e AT

o Reply address is different from senders |

o Doubtful link / attachment embedded.
o Speeling mitsakes




PHISHING EMAIL

1| l-u J - E ity Vulnerabi Alert! - VIESEA(E

Adobe PDF

From: B IT5C Service Desk <serviicedesk@ouhk. edu.hk = Sent:  Sat 1/9/2016 5:25 AM
To: B [T5C Service Desk

Co

Subject: Security Vulnerability Alert!

Securitv Vulnerability Alert! _ | Subject draw your attention: Alert! Suspicious URL embedded |~

We in service desk detected spam activities on vour CU webmail account. Kindly Click Here or
click/copv and paste the link below on vour web browser and follow the verification process to
assist us effect the necessarv quarantine & resolve the spam issues on vour account.

http:/goo.gl Ukr6LX Suspicious URL embedded

ITSC Service Desk

(c) All Rights Reserved. Information Technology Services Centre, CUHK




S April Salary Update - Message (HTML)

Message Q' Tell me what you want to do...

Incorrect email address, CUHK email

CUHK-HR <employeehrpayroll@cuhk edu=
address shquld be xxx@cuhk.edu.hk

Aeril Salam Uedate

Hello, | Attractive subject

Sequel to last week notification, find enclosed hereunder the letter
summarizing your 14 89 percent salary increase starting April 2018.

**For authentication purpose, ensure vour login information
are correctly entered** Abnormal sender address, CUHK email

address should be xxx@cuhk.edu.hk

All documents are enclosed hereunder:

Mon 28-Jan-1912:22 PM

Access Documents Here| SUSpicious URL embedded A —

f@gmail.com>

Are you on campus

Human Resources & Employee Relations 7o SR
The Chinese University of Hong Kon

gDepartment not exist.

Available?




o

elpLul
Tps

o When you receive a suspicious e-mail, you should:

» NEVER reply any information to the e-mail.
* NEVER click on any hyperlink or open any attachment in the e-mail.

o Check ifit's a reported phishing case via

e Reportto > Information Security > Report
Phishing Email, if it is a new case.

o Delete the e-mail.

ITSC and CUHK
NEVER e
ask for your PASSWORD



https://www.itsc.cuhk.edu.hk/news/?_year=all&_month=all&_cat=information-security
https://servicedesk.itsc.cuhk.edu.hk/

o Tactics:

O Embedded a hyperlink in a phishing e-mail
o Use legitimate webpage’s look and feel

O Embedded and install virus, trojan, or malicious
software

Lo




o Doubtful link embedded

Fri 29-Dec-17 7:57 PM
CUHK Library <libraries@cuhk.com>

Library Motifications

To undisclosed-recipients
Dear Library User,

Our records show that your access to CUHK Library System is about to expire. Due to security precautions
established to protectUniversity LibrariesSystem, you have to renew your library account on a regular base,
s0 please use the following link

Mouse over the URL, suspicious URL embedded!
sts.cuhk.edu.hk/authn/redirect/libraries/access/reactivation.htm P

https://library.llic.tk/data/access/lib/stscuhkeduhk

Thank you,

Chinese University of Hong Kong
Sino Building, Chung Chi Rd, Sha Tin
libraries@cuhk.edu.hk




o This is the phishing webpage

Suspicious!!

Copyright 2016. All Rights Reserved.
Information Technology Services Centre The Chinese University of Hong Kong

For Office 365, @Link, LibrarySearch and more

Login with

Student: Student-ID@link.cuhk.edu.hk
Staff: alias@cuhk.edu.hk

Alumni: alumni-ID@link.cuhk.edu.hk
Password: OnePass Password

Login ID

OnePass Password
0 ~ Login Help

O Change Current / Expired Password

@ - Maintenance Schedule
0 Contact ITSC

QB
7 (CADS Reference Number: 233)




s

HelpLul
TipS |

O Tips to prevent phishing website

DO NOT click the link provided in the e-mail or provide personal
data to the e-mail or website.

Reset your password IMMEDIATELY in case you have input your
account information to the phishing website.

Verify digital certificate.

Use SSL (https://) when browsing any website that may process
sensitive data.

Enable anti-phishing website function.




o This is the legitimate webpage

Sign In X U=

€« Of https://sts.cuhk.edu.hk/adfs/ls/7wa=wsignin1.0&wtrealm=urn:federation:Micros

NN = =T

Welcome 1o

CUHK

Copyright 2016. All Rights Reserved.
Information Technology Services Centre The Chinese University of Hong Kong

c w B ¥ & 9O

CUHK LOGIN

For Office 365, @Link, LibrarySearch and more

Login with

Student: Student-ID@link.cuhk.edu.hk
Staff: alias@cuhk.edu.hk

Alumni: alumni-ID@link.cuhk.edu.hk
Password: OnePass Password

Login ID

| OnePass Password

Sign in

> Login Help

- Change Current / Expired Password

@ ~ Maintenance Schedule
o Contact ITSC

RO




1. Secure communication (https:/)

2. Digital Certificate

< > 0 @

HSBC €Xp k£ 2

AR LB

48 L IRRA

EBATHREEEE

B a B zAstEs: - Asst X |+ v

1

Zﬂ hitps:/fwww.security.online-banking.hsbc.com.hk/gsa?idv_cmd=idv.SaassecurityCommand

Website identification

VeriSign

has identified this site as
E The Hongkong and Shanghai Banking Corporation
Limited

HONG KONG, HONG KONG
HK

Your connection to the server is encrypted.
Should | trust this site?

Website permissions

You haven't set any permissions for this site yet.

Allow Adobe Flash




- o X
Sign In X EE

https://sts.cuhk.edu.hk/adfs/ls/?wa=wsignin1.0&wtrealm=urn:federation:Micros c ﬁ B ¥ A O =

AP CUHK LOGIN |

WEbSitE identiﬁcatiﬂn For Office 365, @Link, LibrarySearch and more

Hongkong Post Root CA 1 Login with
has identified this site as Student: Student-ID@link.cuhk.edu.hk

Staff: alias@cuhk.edu.hk
( | l I ]K sts.cuhk.edu.hk 5 R '
Alumni: alumni-ID@link.cuhk.edu.hk

HK

Your connection to the server is encrypted.
Should | trust this site? Login 1D

Welcome to

Password: OnePass Password

| OnePass Password

Website permissions
Sign in

You haven't set any permissions for this site yet.

Allow Adobe Flash
> Login Help

- Change Current / Expired Password

» Maintenance Schedule ’

- Contact ITSC

QOO

Copyright 2016. All Rights Reserved.
Information Technology Services Centre The Chinese University of Hong Kong v




« Enable Anti-Phishing / SmartScreen filtering features
on your browsers, e.g. Edge, Chrome, Firefox, etc.

Wy ENEEREE

15 fEAE www.mozilla.com BHERTEMERREH S, TS IRALEIENE 25
FETLAREFE ©

HEMEEEZH B BT - A E @B\ R FERAFIEE
HREIrRT L L -

FUESERE TR ST TR ER L - BF £ bR S b E R AT A ERY
e T - RRREEE R AR -

T urIa 1T | Bt EE RS 7




3. PORTABLE DEVICE




o USB Storage Device
o Notebook

o Tablet

o Smartphone

o ...




o Benefit
o Small size
» Large storage capability

o Risk

» FEasytolose

e Unauthorized person can get enormous stored data
in if no protection @




For USB Storage Device / Notebook

o Software Encryption
e e.g. BitLocker, bundled in Win 8 /10

o Hardware with Encryption

»  With security functions e.g. encryption, password,
fingerprint, etc. embedded

»  Convenient and fast but more expensive




s

welpLul
Tps

For USB storage device / Notebook:
o DO NOT store sensitive data into portable device.
o Store minimal data if storing into portable device is unavoidable.

o Take all necessary security measure to protect the data in the
portable device, e.g. encryption, password, finger print ...

o Read guidelines in securely managing mobile computing devices
and removable storage media

(



https://www.itsc.cuhk.edu.hk/user-trainings/information-security-best-practices/guidelines-for-securely-managing-mobile-removable-devices/

- =
Re\p'?u\
For Smart Phones & Tablets 1 gl

Lock your devices.

Use Secure Network, e.g. VPN
o DO NOT connect to untrusted Wi-Fi networks and access personal data.
o Turn off Wi-Fi, Bluetooth & location service when not use .
o Enjoy Safe Browsing:
e  Use SSL (https://)
o  Beware of the Quick Response (QR) code
e  Disable link preview function
o Protect Your Operating System (OS):
o DO NOT jailbreak / root the device
o  Keep the OS updated and install anti-virus software

o Mind Your Apps, DO NOT download apps from untrustworthy sources.




-
elpLul

For Smart Phones & Tablets Ul

o Securely erase / wipe all the data before discarding or selling your device.
» Use the ‘remote wipe’ function to erase data if the device is lost.

o Setup below functions to locate your device in case it is lost:
e “Find My iPhone” for iPhone / iPad.
» “Lost Phone” for Android devices.

o Read the security guidelines for smart phones and tablets
(https:/lwww.itsc.cuhk.edu.hk/user-trainings/information-security-best-
practices/security-tips-while-using-smart-phones-and-tablets/). Q



https://www.itsc.cuhk.edu.hk/user-trainings/information-security-best-practices/security-tips-while-using-smart-phones-and-tablets/

4. PASSWORD




o Strong password
» atleast 8 characters
e mix of random
mixed-case alphabetic characters
numerals, and
Special characters (e.g. #, 3, !)




123456

STRONG

91557730

p@trick1101

20080801

We@rthch7730

i08_ly01

frankie

e e - ampion +
last 4 digit of mobile no.

lily births on 15t of
August




o 2 Factor Authentication (2FA):

o Combination of:
o  Something you know, e.g. password
o  Something you are, e.qg. fingerprint
o  Something you have, e.g. one-time password / token

e

Google

753689 093158

‘ 246174

e Duo 2FA (https://www.itsc.cuhk.edu.hk/all-it/information-
security/two-factor-authentication-2fa/)



https://www.itsc.cuhk.edu.hk/all-it/information-security/two-factor-authentication-2fa/

Information to protect your accounts:
o OnePass Password

o CU Link Card:
o CU Link PIN
o MiFare ID / Serial No

NEVER
Disclose / Collect all of these information e




-
pelpLul

DO

Tips

Use strong password.
Change password frequently, e.g. 6 months, annually, etc.
Change the default or initial password the first time you login.
Beware of shoulder surfing.

Log off when finished using terminals or PCs in public areas.

DON'T

Don't use dictionary words / personal information as login name / password.

Don't place your passwords conspicuously.
Don't tell your passwords to other people.

Don’t store your passwords on any media unless it's protected from
unauthorized access.

Don't keep your passwords in any unprotected file with an easy to guess
filename, e.g. password.txt

Don’t use the same password for everything.
Don’t reuse recently used password.
Avoid using the “remember your password” feature.

o




Passwords Are Like Underwear |

s

Passwords are |ike uhderwear...

Chahge Yours often. u(e\P-Cu\
Passwords are like underwear... TiPS__
Don't share them |
with fFriends.

Passwords are
%e undemet?]r... - )
e longer, the e  Passwords are like
better. underwear...
Be mysterious.
Passwords are like
underwear...
Don't [eave yours
I¥ing ground.




MORE TIPS
IN PREVENTING
INFORMATION LEAKAGE




COMPUTER

o Your Awareness A

o Report IS incidents

 In case of leakage highly sensitive and confidential
information in electronic format, report it IMMEDIATELY.

@

o Details reporting procedures can be found at



http://www.itsc.cuhk.edu.hk/en-gb/all-it/information-security/is-incident-handling

COMPUTER

o Data Protection

» Protect files with encryption, e.qg.,
, Window’s BitLocker, etc. if it contains any
confidential / sensitive information.

Confidential - | Stnctly Confidential -



https://www.itsc.cuhk.edu.hk/all-it/information-security/mip/

o Email Protection

o Use Microsoft Information Protection (MIP) to protection confidential email
content and email attachments.

o Use BCC to prevent emall addresses leakage, especially for mass email:

Members Personal Information - Message (HTML)

File Message Insert Options Format Text Review Help Acrobat & Tell me what you
&
i allal|el| | @ [*|8]D
m -
Paste Basic | Mames | Include | Sensitivity Attach File via Tags | Dictate i
v | Text~ ' = Adobe Send & Track > = Templates
Clipboard Ma Sensitivity Adobe Send & Track Voice Iy Templates ~
& Not set Confidential = || Strictly Confidential = ]| P sensitivity labels =
B- From w generalofice@email.com
To
Send
Cc
q Bec Recipient &: Recipient B; Recipient C
Subject Members Personal Information
u‘" Members Personal Information xlsx _ File with encryption /
9 KB .
password protection

» Use Mailing List - a single email address that points to a number of email
addresses. An email sent to a mailing list will be automatically forwarded to e
members who subscribe the list.
(https://www.itsc.cuhk.edu.hk/all-it/email-messaging-and-collaboration/mailing-list/)



https://www.itsc.cuhk.edu.hk/all-it/information-security/mip/
https://www.itsc.cuhk.edu.hk/all-it/email-messaging-and-collaboration/mailing-list/

COMPUTER

o Proper disposal - hardware
o Zero-filled ( ).
o Data Purging ( ).
» Degaussing the devices.
» Physically destroying them.

o Proper disposal — hardcopy
o Use paper shredder.



http://www.seagate.com/support/by-topic/downloads/
http://www.dban.org/

COMPUTER

o Media maintenance
» Buy device which supports hardware data encryption.
» Remove hard disk before repairing.
o Clean up hard disk.

o Third-party management

» Sign Non-Disclosure Agreement (NDA)

(
)



https://www.itsc.cuhk.edu.hk/all-it/information-security/data-privacy-and-protection/

Guideline

Done?

—

Follow the University Software Standards

2. Update Windows and update latest patches

3. Install anti-virus software — Kaspersky KAS PE RS KVY3
(

Update latest virus signatures for the anti-virus software

Perform regular scanning, e.g. full scan, on your computer

Turn on personal firewall

Set strong passwords

Separate user accounts with no admin right in a shared computer

Ol N B

Disconnection from the Internet when it is not in use, i.e. shutdown

10. Further suggestion.

Details:



https://www.itsc.cuhk.edu.hk/user-trainings/information-security-best-practices/guidelines-for-securely-configuring-your-computers/
https://www.itsc.cuhk.edu.hk/all-it/information-security/anti-virus-on-pcs/

TIPS IN PREVENTING INFORMATION LEAKAGE

-

p MS Office
Hardware -
N, Software . \
v

Your Awareness

Strong Awareness
Strong password
Access control
Report IS incident
Third-party management
Media maintenance

D\ | = Proper disposal 7 —

Separate user
account

Strong

awareness /
Digital Cert

Enable device Securely
password ' R configure
Backup - Backup



Encrypt confidential / sensitive data.

Use strong password, keep them private & change regularly.
Beware of suspicious e-mails.

Configure your computer securely.

Backup important data & test the backup regularly.

Activate password protection for unattended computing devices.
Run a VPN connection over CUHK Wi-Fi connection.

Turn off unnecessary wireless connections.

Observe and comply with the “Data Protection Principles”.

10. Report information security incident immediately.

© 0o N O Ok~

COMPUTER




COMPUTER

Information Security homepage

(https:/lwww.itsc.cuhk.edu.hk/all-iti#information-security)

o  Major Projects:
»  DUO Two Factor Authentication (2FA)
e Microsoft Information Protection (MIP)
o Information Security Policies

»  2FA Policy for All University Accounts
»  Revise OnePass Password Expiry Policy from 400-day Expiry to Annual Expiry

o Information Security Best Practices for
e  General User
. IT Professional

o News & Alerts

etc.



https://www.itsc.cuhk.edu.hk/all-it/#information-security
https://www.itsc.cuhk.edu.hk/all-it/#information-security
https://www.itsc.cuhk.edu.hk/it-policies/information-security-policies
https://www.itsc.cuhk.edu.hk/user-trainings/information-security-best-practices/
https://www.itsc.cuhk.edu.hk/news/informationsecurity/

. THANK YOU.
o




