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1. About MIP

Microsoft Purview Information Protection (MIP) helps you to classify, label and protect your data at
the time of creation based on the sensitivity of data. Labels, and protection are persistent, traveling
with the data throughout its lifecycle, so that it’s detectable and controlled at all times — regardless of
where it’s stored or with whom it’s shared — internally or externally.

2. Client Installation

2.1. Supported Environment

The following table shows the required applications and supporting environment to protect and/or
access the files and emails:

Supported Supported Required applications Operations can be done
(0} Office Versions
Windows 11 | Microsoft 365 - Microsoft Purview - Protect MS Office files with
or above Information Protection Sensitivity button in MS Office
client (v3.1.x) applications
- Foxit PDF Editor - Protect non-MS Office files with
MIP client

- Access all protected MS Office
files with MS Office application

- Access all protected PDF files
with Foxit PDF editor

- Access all protected non-MS
Office files with MIP client

Mac OS 14 or | Microsoft 365 - RMS Sharing app - Protect MS Office files with
above a Sensitivity button in MS Office
apps

- Access all protected MS Office
files with MS Office apps

- Access all other protected non-
MS Office files with AIP app

i0S 18.0 or Latest Microsoft | - Azure Information - Protect MS Office files with

above Office apps Protection viewer app Sensitivity button in MS Office
(v2.x) apps

Android OS

13 or above - Access all protected MS Office

- Foxit PDF Editor app files with MS Office apps

- Access all protected PDF files
with Foxit PDF editor app

- Access all protected non-MS
Office files with AIP viewer app
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2.2. Download MIP Client Installation File

For Windows:

For standalone installation, you may download and extract the installation file
“PurviewlInfoProtection.exe” at https://www.microsoft.com/en-
us/download/details.aspx?id=53018.

For central deployment, you may download and extract the MSI file “PurviewInfoProtection.msi” at
https://www.microsoft.com/en-us/download/details.aspx?id=53018.

For Mac OS:
Download “RMS Sharing” app from App Store.

For iOS and Android OS:
Download “Azure Information Protection” app from Apple Store (i0S) and Google Play (Android OS).

2.3. MIP Client Installation
2.3.1. In Windows
Steps:
1. Close all Office applications and all instances of File Explorer.
2. Double click the installation file “PurviewInfoProtection.exe ”.
3. Install the MIP Client:

3.1. Deselect Help improve Azure Information Protection by sending usage statistics to
Microsoft.

3.2. Click I agree to install the client.

&) Microsoft Purview Information Protection = X

@ Microsoft Purview

Install the Microsoft Purview Information Protection client

The Microsoft Purview Information Protection client includes the Information Protection Scanner, File Labeler,
Viewer, and PowerShell. By clicking “I agree”, you agree to the Microsoft Purview Information Protection
license terms and conditions.

If you're upgrading from Azure Information Protection client version 2 or earlier, the AIP Add-in for Office will
be uninstalled.

| acknowledge that the AIP Add-in for Office will be uninstalled (required)

() Help improve Microsoft Purview Information Protection by sending usage statistics to Microsoft

Privacy Statement
Version 3.1.310.0 [ %1 agree ] Close
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3.3. When the installation is completed, click Close.

“» Microsoft Purview Information Protection — X

@ Microsoft Purview

Completed Successfully

Close ‘

2.3.2. InMacOSX
Steps:

1. After download the RMS Sharing app, it will be installed automatically.

2.3.3. IniOS & Android OS
Steps:

1. Download the Azure Information Protection app, and it will be installed automatically.
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3. MIP Policy, Classification, Labeling and Protection

3 default settings in the MIP policy are configured:
- It is NOT mandatory to have a classification label for all documents or emails.

- There is NO default classification label for documents or emails.

- Itis REQUIRED to provide justification to remove the classification label and protection in a protected document or email.

When you are going to protect your documents, you can either use:
1. the pre-defined classification labels with permission controls
2. the custom permission which allows more flexibility for selecting the authorized persons, permissions and expiry date.

3.1. Pre-defined Sensitivity Labels and Permission Controls

The following table describes the details about the default Sensitivity classification, Labeling and Protection controls pre-defined.

Office files

- Header & Footer in
emails

Sensitivity Label Permissions Granted Protection | Visual Markings Offline Access and
with Expiry Date
Encryption
Confidential | Confidential — All Staff Editable by Permission includes: Yes - Header & Footerin - Allows 7 days
All CUHK Staff | - View, Edit, Save, Save both MS Office files offline access
as, Export, Copy, Print, and emails - No expiry date
Reply, Reply all, Forward
Strictly Strictly Confidential — Viewable by Permission includes: Yes - Header, Footer & - Allows 1 days
Confidential | All Staff All CUHK Staff | - View, Reply, Reply all Watermark in MS offline access

- No expiry date
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4.

File Protection in Windows

4.1. Create a MIP-Protected File with Sensitivity Label

Below sections demonstrate the steps to create protected MS Office files (i.e. Word, Excel &

PowerPoint) and non-MS Office files.
4.1.1. For MS Office Files

For MS Office files, you can use the MIP Sensitivity button which builds into the M365 Office
applications to protect the files. The following steps can be applied to MS Word, Excel &
PowerPoint.

Steps:

1. Start MS office application e.g. Word, Excel or PowerPoint. If you have not signed in your
CUHK 0365 account, please click Sign in on the top right-hand corner.

L T S B A N BRI SRR BECRNCENTIN SRR BECENCINCIN- SECRECINTI B iy (S Y [ R |

Document] -... £ Ssearch = [} X
Layout References Mailings Review View Help Acrobat Foxit PDF | 2 comments | | ¢ Editing ~|
iz~ Jo,
A A/ . 0o
4 =) Styles  Editing Editor ~ Add-ins
AANAE® &-viH v v
N Paragraph N Styles Voice Editor Add-ins B4

>

2. Sign in with your CUHK 0365 account email address and click Next button.
X

B® Microsoft
Sign in

Email, phone, or Skype

No account? Create one!
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3. In CUHK login page, enter your OnePass password, then click Sign in button and provide the
2FA for login.

E“ CUHK LOGIN |

@D ke nk

‘bnepass Password

Sign in

Login Help
Change Password | Forgot Password
Alumni ID Inquiry / Password Reset

Contact ITSC

~ Maintenance Schedule

E Q00RO

4. After signing in successfully, you can find your name on the top right-hand corner.
Also, you can see a Sensitivity icon with the available sensitivity labels appear on the ribbon.

-
ord 2) Mo Label £ search @ = O ®
nces  Mailings  Review View Help  Acrobat  Foxit PDF  RCM ||;| Comments | |/v|
e 0O
= AL 8N
= N Styles | Editing | Dictate | (Sensitivity| Editor  Add-ifs
.—<|_4 T ~ ~ w w
Paragraph Ia Styles M Voice 5 ™
hk.edu.hk
1 v 2 1 3 1 O S - -@(“
Confidential » a
Strictly Confidential >
@ Learn More

L
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5. Select an appropriate sensitivity label to classify and protect the document with pre-defined
permissions. For example, select Confidential, then Confidential — All Staff.

) ?__::' = Document2 - Word @NOLEbE| £ Ssearch @ — O
Draw Design Layout References Mailings Review View Help Acrobat Foxit PDF  RCM |-|7—‘Comments.||jv.|

12 |
v ox X B

A L8N & B

Styles  Editing  Dictate  (Sensitivity| Editor = Add-ins

Paragraph M Styles M Voice ]s

-@cuhk.edu.hk
4

(BRI S
Confidential > | Q@ AllStaff

Strictly Confidential >

04

® Learn Maore

6. After the sensitivity label is applied, you can see the filename is labelled with the

“Confidential” label, also, visual markings, i.e. header and footer in this case, indicate the
sensitivity label as well.

@ @
nsert Draw Design Layout References Mailings
be (Body) 12 | ™y
I U~ ab x x B

- L Avpar ANAE &2~

Font ]

Review View Help Acrobat Foxit PDF  RCM | 2 Comments

AP 8§

Styles  Editing | Dictate = Sensitivity = Editor = Add-ins

w w

Styles = Voice Sensitivity Editor Add-ins

T

o O Tt

Sensitivity Label applied

Visual Marking: header
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4.1.2.

Steps:

For Non-MS Office Files

1. Select a non-MS Office file, e.g. jpg, txt or pdf file, right click and select “Apply sensitivity
label with Microsoft Purview” on the context menu.

Test X +

ENCE O >

@ New 3{) (_O @D

i

NS

TestPhoto.jpg

mx e B

Documents > Test

@ T
Open
Edit with Photos

TN Sort

Create with Designer

Ask Copilot

Edit with Paint

Edit with Clipchamp

Set as desktop background
Print

WinRAR

Move to OneDrive
Kaspersky Endpoint Security
Edit in Notepad

Add to Favorites

O view -

v

Apply sensitivity label with Microsoft Purview

Rotate right
Rotate left

@ Set as b

2. All available sensitivity labels are shown, select an appropriate sensitivity label and protect
the file with pre-defined permissions. For example, click Confidential and Confidential — All
Staff, then click Apply button.

Informaticn Protection File Labeler

TestPhoto.jpg

7 Notset

iew Permission

Confidential -

All Staff

Strictly Confidential

(2 Help and Feedback
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3. Click Close button to close the window.

Information Protection File Labeler

TestPhoto.jpg f1 View Permission @ Help and Feedback

9,

Work finished

Completed successfully

Close

4. After the sensitivity label is applied, the file format has changed to a MIP protected file
format. You cansee a on the file icon which indicates that the file is MIP protected.

Also, the file extension is changed from *.jpg to *.pjpg which indicates that it is a protected
jpeg file.

Test X ar

S gp C J > Documents > Test

@ New N sort 0O vid

TestPhoto.pjpg
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4.2. Open a MIP-Protected file and View Permission
4.2.1. Open a MIP-protected MS Office File
Steps:
1. To access a MIP-protected MS Office file that granted the access to you, please make sure
you have signed-in the Office application with the 0365 account which has the

permission to open the file.

Open the protected file, you can see the sensitivity label applied on this file in the filename.

utoSave (. Off) 2 —I ) 2 TestDac.docx GConfidential » Saved to this PC v /01 @ - O

Home Insert Draw Design rl RCM Acrobat Foxit PDF |2 | | &7

] |.Apt05(BDd)f) File name @ é ﬁ

[ B I U~ g x e Sensitivity = Add-ins | Editor Copil

& A~ £ A~ Ad |Location v
ard M Font — Sensitivity Add-ins
1
||‘:|| — |---5---|-|_‘-|---|---
Sensitivity
Confidential (@ confidentianal staff z

This file contains data that has been classified as
'Confidential' and accessible by staff only,

iThiS isat Learn more

View Permissions

2. Click the filename, then View Permission button, you can also find the detail permission.

My Permission ? 4
You are currently authenticated to view this document
as:

@ cuhk.edu.hk

Confidential - All Staff - This file contains data that has
been classified as "Confidential’ and accessible by staff
only. |

You have the following permissions:

i View: Yes
Edit: Yes
Copy: Yes
Print: Yes

| Save: Yes |
Export: Mo |
Access the document programmatically:  Yes
Full control: Mo

QK

3. If your account has no permission to open the file, below message box will be prompted.

Microsoft Word

You are not signed in to Office with an account that has permission to open this document. You may sign in a new account into Office that has permission or
request permission from the content owner.

Add Account Cancel
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4.2.2. Open a MIP-protected Non-MS Office File

You need to have the Microsoft Purview Information Protection Client installed before you can
open a protected non-MS Office file. Details can be found in Section 2.3.

Steps:
1. Double click the protected non-MS Office file, e.g. *.pjpg or *.ppdf, it will launch the

Microsoft Purview Information Protection Viewer automatically which allow you view the
content of the MIP-protected (encrypted) file.

Information Protection Viewer

TestPhoto.pjpg B) View Permission ¢ Print

2. Click View Permission button to view the Sensitivity label and detail permission applied to

this file.
Permission
Sensitivit
Owner -@cuhk.edu.hk y
— label applied
Protection | Confidential - All Staff I
Description This file contains data that has been classified
as 'Confidential’ and accessible by staff only. \
Permissions Full control No \ Detailed
View Yes description
Edit Yes
Copy Yes
Print Yes

Details
Save As Mo L.
\ permissions

ranted
:

Page 13



3.

If your account is not authorized to open the file, below message box will be prompted.

Information Protection Viewer

You don't have permission to open this file

This file has restricted permissions, set by @l @cuhk.edu.hk
To open it, you must have a view permission.

Contact the file owner for a version of this file that includes that permission for you.

Request permission

Close
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5.

File Protection in Mac OS

5.1. Create a MIP-Protected File with Sensitivity Label

In Mac OS, you can only create MIP-protected MS Office files via MS Word, Excel & PowerPoint apps.
For non-MS Office files, it is unable to apply MIP protection in Mac OS currently.

5.1.1. For MS Office Files

For MS Office files, you can use the MIP Sensitivity button which builds into the M365 Office
apps to protect the files. The steps are same as Section 4.1.1.

5.2. Open a MIP-Protected file and View Permission
5.2.1. Open the MIP-Protected MS Office file
The steps to open MIP-protected MS Office in Mac OS are same as in Windows, steps can be found
in Section 4.2.1.
5.2.2. Open the MIP-protected JPG file (non-Office file)

To open a MIP-protected non-MS Office file, you need to download and install the RMS Sharing

app . from App Store in advance.

Steps:

1. Double click on a MIP-protected JPG file, it will open the RMS Sharing app to open the non-
MS Office file directly. If you are not signed-in the RMS Sharing app, it will prompt you to
sign in with the 0365 account which has permission to open the file.
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6.

File Protection in Mobile Devices

6.1. Create a MIP-Protected File with Sensitivity Label

Below sections demonstrate the steps to create protected MS Office files via MS Word, Excel &
PowerPoint apps and non-MS Office files via MIP viewer app in iOS and Android devices.

6.1.1. For MS Office Files

For MS Office files, you can use the MIP Sensitivity button which builds into the M365 Office apps
to protect the files. The following steps can be applied to MS Word, Excel & PowerPoint apps.

Steps:

1. Start MS office app e.g. Word, Excel or PowerPoint app. If you have not signed in your CUHK
0365 account, click Sign in button or User icon then Sign in on the top left-hand corner.

Signin
e Sign in to get to your documents that are]

stored in the cloud.

Q Search

&2 e @ Upgrade now

Recent  Shared Favouri... .
—_ it Microsoft Apps

Recent

M
@

Help & Feedback

@3 Settings

®

Sign in to see your recent documents.

Page 16




2. Sign in with your CUHK 0365 account and provide the 2FA for login.

Cancel

B Microsoft
Sign in

Email, phone, or Skype

No account? Create one!

©2025 Microsoft  Privacy statement

CUHK LOGIN

@ cunk ol i

Signin

Login Help

Change Password | Forgot Password

Alurnni 1D Inquiry / Password Reset

Contact [TSC

Maintenance Schedle

£ 00000

(GADS Rolercncs Numbor: 233)

AUl | information Technol
%, CUHK | Senices@entie 0"

Get codes

',S:E’JJ )

Are you logging in to CUHK LOGIN?

® CUHK
? HK

© 6:08PM
L]

Deny Approve

3

3. After signing in successfully, you can find your name on the top |

app.

Recent

® Home

« search

Shared  Favouri...

Recent

eft-hand corner of MS Word
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4. Click “+” icon to create a new document.

5.

Start speaking and let Copilot organise
your ideas
L 4

G, Use Copilot > \ \b

All Templates

MICHELLE WATTZ

TITLE

Document (1)

Done 9L B QO

This is a test document.

AN
+
(-]
N
IC
[¢p)

1

AJS|IDJF|GJH]J]K]L
44 Z X C V B N M ﬂ

123 @ return

® ¢

Click “...” icon on the toolbar and find the Sensitivity function.

Home v

Calibri Regular (Body)

B I
% Highlight Colour
& Font Colour

aA More Formatting

Bullets
i= Numbering

=

% Styles
Q Find

=q Paragraph Formatting

IC

IO

15

(4]

& Sensitivity
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6. Select an appropriate classification label to classify and protect the document with pre-
defined permissions. For example, select Confidential, then Confidential — All Staff.

< Back Sensitivity

® & Sensitivity  Confidential

®

Confidential

>

All Staff

Strictly Confidential

(@ Learn More...

7. After the sensitivity label is applied, you can see the visual markings of the sensitivity labels
added in the header and footer indicate the sensitivity label as well.

Done

Document (1)

44 Z X CVBNM &
123 @ return
® Y

| Confidential

This \a test document.

v 0 Q&

Sensitivity Label in the
document header (visual
markings)
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6.2. Open a MIP-Protected file and View Permission

6.2.1. Open the MIP-Protected MS Office file
Steps:

1. Before opening a MIP-protected MS Office, make sure you have signed-in the MS Office app
wi e 0365 account which has permission to open the file.

I ® Home

Q Search

& DA

Recent Shared  Favouri...

Recent

2. Openthe MS Office file, click “...” icon on the top right-hand corner, you can find the sensitivity
label applied on this document.

TestDoc

7z Q & o - More Options X| B¢ Sensitivity

+/ Confidential >

This is a test document.

£ AutoSave O
O All Staff >
File Actions

e P

Ty Senda Copy >
|- Export >
& Print
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6.2.2. Open the MIP-protected JPG file (non-Office file)

Steps:

2. Open a MIP-protected JPG file, then click Sent to [-_-] icon then find AIP Viewer icon to
open the file.

= TestPhoto v Done = TestPhoto v Done
TestPhoto e
TestPhoto X
. 246 KB
246 KB

Il & = MO

AirDrop AP Viewer Mail WhatsApp

Copy @

New Quick Note

G
5]

Save to File Smmm— =

3. Ifyou have not signed in AIP Viewer before, the AIP Viewer apps will be triggered, sign in with
your CUHK 0365 account, and you can open the file if permission is granted to you. Then,

click on D icon, you can also view the sensitivity labhelapplied on this file.

< TestPhoto.pjpg Permissions

4 Protection

3 TestPhoto.pjpg & B

Cancel

Protection Confidential - All Staff

a Microsoft Azure

Information Protection Description This file contains data that has

been classified as 'Confidential' and
accessible by staff only.

B Microsoft

Owner @cuhk.edu.hk
Signin -
| Request permissions
Email address, phone number or Skype [ Permissions
View Yes
Can't access your account?
Copy Yes
Sign-in options Print Yes

Terms of use  Privacy & cookies
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6.3. Change or Remove Sensitivity Label of MIP-protected file

Please note that only the file owner can change or remove the sensitivity label of a MIP-protected

file.

6.3.1.

Steps:

For MS Office File

Open a MiP-protected file, then click the Sensitivity button and change the sensitivity label
from Confidential, All Staff to Strictly Confidential, All Staff.

Xelil y (') %  TestDocdocx (g Confidential v £ Search 0 = O X
Insert Draw Design Layout References Mailings Review View Help Grammarly RCM Acrobat FoxitPDF |2 ]/v
T m— =2 4 08 (B @E 20
B I U+« a x ¥ A =M= o \Q/ b e
= 1 ¢ =l | = Styles ~ Editing  Dictate |Sensitivity| Add-ins = Editor Copilot
R- 2« A~ Aa~ RIS FE S N R
Font [ Paragraph [ Styles & Voice it
cuhk.edu.hk
(R E i 1o 2 3 -1‘--4”-.--‘5‘_&
/" Confidential >
Strictly Confidential > ﬁ Al Staff
Con ntial
& Irack 8 Revoke Access
@ Learn More
2 [fhis is a test document.

If a higher (stricter) sensitivity label is applied, you can immediately see the new sensitivity
label applied on this file in the filename and the visual markings.

TestDoc.docx 'ﬁStn(tIy Confidential ~ £ search

D oif) 2-0 =

Insert  Draw  Design “Tayour RETETEICES  Toraimgs e
sptos (Body) vz~ g T = % 7 /C) @
- g = £l 1=.
B I U @b xRy =) SpE Styles  Editing  Dictate = Si
B £« Avipar ANKAEGE O2vHY Wy 20T - v -
Font ] Paragraph ) Styles [ Voice S
.E e L T T T A SR SR

Strictly Conf'dential

7

rl'his is a test document.

$ m[]
[
ensitivity ~ Add-ins

ensitivity Add-ins

[}

(]

iew View Help Grammarly RCM  Acrobat  Foxit PDF |E| |fV|

~ O

Editor Copilot

X

»
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To remove the sensitivity label, click on the same sensitivity label applied currently.

TestDoc.docx W Strictly Confidential v

2 search

Insert Draw Design Layout References Mailings Review View Help Grammarly RCM  Acrobat  Foxit PDF ,FH/"I

] X

& O

Editor Copilot

G Al Staff

tos (Body) "H‘Z "i “?;4 p %
ﬁA ’y \[rl Al 0o
U~vab x, X A Styles  Editing  Dictate [Sensitivity| Add-ins
A 2« Avprvy AN A & H v ~ - v
Fontﬁ 1 5 : - § Styles & Vorsce -@cuhk.cdu.hk
‘ P —— AR . FTa N RN TR
= Confidential >
~/ Strictly Confidential >
Strictly Confidential
@ Learn More

v

[This is a test document.

4. You are required to provide the justification for removing a sensitivity label or change the
label to a lower (less sensitivity) level.

Justification Required X

| ® Your organization requires justification to change this label.

(O iPrevious label no longer applies:

(O Previous label was incorrect

O Other (explain) - Do not enter sensitive information

Change Cancel

6.3.2. For Non-MS Office File
Steps:
1. Right click the file icon and select “Classify and protect” in the context menu.
Test X protected X ar
T C (J > Documents > Test > protected > protected Search
@ New 4 (8] @D ® W T sort O view wen
Open
TestPhoto.pjpg WinRAR >
k Kaspersky Endpoint Security >
B Editin Notepad
Add to Favorites
I L3 Apply sensitivity label with Microsoft Purview I
Open with...
Give access to >
Copy as path
& Share
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2. You can select another classification label, or delete current label with the Delete Label button,
then click “Apply” button to confirm.

Information Protection File Labeler

C TestPhoto.pjpg =), View Permission Help and Feedback
g

¢’ Confidential \ All Staff

This file contains data that has been classified as ‘Confidential’ and accessible by staff only.

All Staff

Delete Label
All Staff

This file contains data that has been
classified as 'Strictly Confidential' and

The selected label already has permissions defined by the admin that cannot be viewable by staff only.

3. If you delete a label, click Delete label button and then click Apply button, you will be asked
to provide an explanation.

Information Pro on File Labeler

(@ Help and Feedback

To delete this classification label, you must provide an explanation:

O The previous label no longer applies
O Previous label was incorrect

! @ Other (explain)

|
|

Page 24



7. Email Protection for 0365 Email

7.1. Send MIP-Protected Email with Sensitivity label in MS Outlook

As the MIP is built in with the M365 Office applications, users with 0365 accounts can use the MIP
to protect their emails.

7.1.1. Apply a Sensitivity Label in MS Outlook

Steps:
1. Click ‘New Email’ icon on the toolbar in MS Outlook
[0

|IZI File Home Send /Receive Folder View Help Foxit PDF  Acrobat  Attachments

X % 5 [@ = @ Orepy B B win7/2003/xpbl... | | CdMove~

v < v = 3 v
New |New X Delete Archive Report Repiy Al {2 Shareto L Cybersechub = Rules
Email fems~ (3 o

v —> Forward [y v Teams Y operator of Duty
RQ New Delete Report

@ Send to OneNote

Respond Teams Quick Steps N Move

J Favaritec All __Unread

2. Click Sensitivity button, then select a sensitivity label, for example, click Confidential, All

Staff.
.
o} 51 S Untitled - Message (HTML) L search - a] o
File Message Insert Options FormatText Review Help Foxit PDF  Acrobat | @ Copilot +
Bt L B ) O M §| & C E G
) A
=% Al ’ \QJ =[) (S <) dll 4
paste =  Basic  Names Include  Copilot Tags | Dictate Al Editor  Immersive New View
v & Tet- - v ~ v Apps - ‘ Reader | Scheduling Poll = Templates
Clipboard & Collaborate Voice Apps sive Find Time My Templates it
cuhk.edu.hk
-
(3) Confidential\All Staff - This file contains data that has been classified as ‘Confidential’ and accessible by staj ~ Confidential > | @@ ANl Staff
Encrypted - Permission granted by. (@ cunk.edu.nk
—
From v @ cuhk.edu.hk )
B> Vl - (i) Leam More
To |

Send

Cc |

Subject

@@ ConfidentiahAll Staff ~

Press Alt + i to draft with Copilot

If there are more than 1 profile in your MS Outlook, please make sure to select the correct
owner, under “From” address, for applying a sensitivity label.

7.1.2. Change / Remove the Sensitivity Label in MS Outlook Windows
Steps:

1. To change the sensitivity label, click Sensitivity button, then select another sensitivity label
again.

2. Toremove the sensitivity label, click Sensitivity button and the same sensitivity label, then
provide the justification for removing the label.
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7.1.3. Attach File in a MIP-Protected Email
Steps:
1. In a MIP-protected email with sensitivity label applied, you can attach any file as usual by

clicking the Attach File icon.

Different protection between email and attachment would have different behavior:

Email Attachment | Behavior in Email Authorized Unauthorized
Recipient Recipient
MIP- Unprotected | Sensitivity label V Can access x Cannot access
Protected applied to the both email and | both email and
email will be attachment attachment

applied to attached
MS Office files as
well, while non-MS
Office remains

unprotected
MIP- MIP- Email and V Can access x Cannot access
Protected Protected attachment will be | both email and | both email and
protected by their | attachment attachment
own sensitivity
label.
Unprotected | MIP- No protection Vv Can access V Can access the
Protected would be applied both email and | email
to the email. attachment x Cannot access
the attachment
Unprotected | Unprotected | No change in both | Vv Can access V Can access both
email and both email and | email and
attachment attachment attachment
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7.2. Send MIP-Protected Email with Sensitivity label in Outlook Web Access
(OWA)

In OWA, 4 types of protection can be applied to an email:

Types of protection Description

Confidential Encryption would be applied to the email.

Accessible by all CUHK Staff only

Permission includes:

View, Edit, Save, Save as, Export, Copy, Print, Reply, Reply all,
Forward

Strictly Confidential | Encryption would be applied to the email.

Viewable by all CUHK Staff only

Permission includes:

View, Reply, Reply all

Encrypt Encryption would be applied to the email.

Do Not Forward Recipients can read the email, but they cannot forward, print, or
copy content.

7.2.1. Apply a Sensitivity Label in OWA
Steps:

1. Login your 0365 account in OWA, click New message icon for composing a new email:
& O (@ | A htpsy//outiook.office.com/mail/

ovto

’ =) = Home View Help
E / _ ¥’ Quick steps @
New = fRules ¥ Markallas
v read
9 New D ort Respond Team: o1 Qu =

(13
e

Favorites Inbox ¢
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2. Inthe New Email window, click Sensitivity button, then select the sensitivity label, e.g.
Confidential > All Staff.

(0‘ New email - [InPrivate] - Microsoft Edge

(@ about:blank

File Message Insert Formattext Draw Options

0O ™ A [qum)Y | /’_ ':Q—J
v LIS | @ O Y ¢ w A
High Low Sensitivity | Switch to plain Print Save Download Editor Check Auto fd
importance importanc v text draft draft v v accessibility optid
Collaborate Voice Tags . . Find time Options
Confidential > @ Al Staff
Strictly Confidential
Learn more...
To
Cc

Add a subject

Type / to insert files and more

The information about the classification label chosen will be shown.

F‘ New email - [InPrivate] - Microsoft Edge

(@ about:blank

File Message |Insert Formattext Draw  Options

M I/ — ) & C
5 N\ @ 1 o a v (F 1@ /4
High Low Sensitivity  Switch to plain Print Save Download Editor Check Auto fq
importance importance v text draft draft v v accessibility optid

Collaborate Voice Tags Format Print Save Find time Options

@ Sensitivity: Confidential\All Staff

=

To

Cc

Add a subject

Type / to insert files and more

Page 28



7.3. Send MIP-Protected Email with Subject Tag

You can include the following tags in the email subject to apply the same sensitivity labels as in MS

Outlook.

- Email subject with keyword “#Confidential”
o Apply permission control: Confidential — All CUHK Staff

- Email subject with keyword “#StrictlyConfidential”

o Apply permission control: Strictly Confidential — All CUHK Staff

For example, try to send an email with the email client in your mobile device, include with keyword
“#Confidential” in the email subject.

After the email is sent:

New Message
X e-@cuhk.edu.hk >
To: Test User 1 v

Subject:|#Confidentialf Secret email

This email contains important information.

© 2 ©®@ @ %» O K & I

Please I (7|

123 return

@ ¢
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i.  Authorized recipient can open the email & see the sensitivity label applied.

#Confidential: Secret email

Confidential - All Staff: This file contains data that has
(B been classified as 'Confidential' and accessible by
staff only.

SenderA
To: Test Userl

This email contains important information.

Sensitivity label
N
applied

& ~ Replyall

ii. If you are unauthorized recipient, the email content will be locked, you cannot open the
email and below message about the email is MIP protected would be shown.

#Confidential: Secret email
e Sender A
To: Test User 2

Sender A (p@cuhk.edu.hk) has sent you a protected
message.

Read the message

Learn about r protected by Microsoft Purview M gt
Encryption.

Privacy Statement

Learn More an email encryption.
Microsaft Corparation, One Microsaft Way, Redmond, WA 98052

< v Reply
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7.4. Read MIP-Protected Email
7.4.1. In MS Outlook for Windows
Steps:

1. Open MS Outlook.
2. Login with your CUHK Exchange account.

3. Locate the protected email in your mailbox, there is a & icon indicating the email is protected.

o 9 = P search
| = File Home Send /Receive Folder View Help  Foxit PDF  Acrobat
F_”_ % s m E @ ) Reply G| 1 Mave to: 7
e % ; ¢ %
Mew Mew 'FX Delete Archive Report GJ Beply Al E b Manager
Email ltems~ (3 . v —> Forward [ ~ &1 Team Emnail
gq MNew Delete Report Respond Quick Steps
>
All Unread
w 1[0 @ |From Subject
.59&, = v Today
@ Sender A Secret Email
[ r=r=]

4. Open the protected email, you access the email content & attachment according to the
permission granted.

o™ 1) T = SecretEmail - Message (HTML) 2 search

File Message Help  Foxit PDF  Acrobat

y = .
= m = @ OReply B Move to: 2 M ® |II] =] p I |
Delete Archive = Report O Reply Al L5 —> ToManager = Move a Tags Editing  Immersive = Tran

” —> Forward O ~ [ Team Email v B N - ~ .
Delete Report Respond Apps Quick Steps [P Move Lang

Secret Email

Sender © ‘

Test User 1

Sensitivity Label applied

@ Encrypted - Permission granted by:.@(uhk‘edu.hk

SA

Confidential

This email contains important information.

Header & Footer for the classification label

Confidential
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7.4.2. In MS Outlook app for iOS and Android
Steps:

1. Open MS Outlook.

2. Login with your CUHK 0365 account.

3. Locate the protected email in your mailbox, and click on the email to view details. Authorized
recipient can access the email content & attachment according to the permission granted.

Secret Email 22

| € Confidential - All Staff |

Sender A
To@AD@cuhk.edu.hk G - \ Sensitivity Label

@ TestDoc . [ TestPhoto
DOCX - 84 KB ) “— PJPG - 241KB

# 2 attachments (325 KB) 1 save attachments

Confidential

Header & Footer fOf This email contains important information.

the classification label

Confidential

& v Reply All 5 w & -

4. To open the MIP-protected attachments in the email, please refer to Section 5.2.

Page 32



8. File Protection in SharePoint Online & OneDrive

8.1. Create a MIP-Protected document in SharePoint Online & OneDrive
Currently, MIP is not integrated in MS SharePoint Online and OneDrive. However, you can upload a
MIP protected file to these environment as usual, and the file should be protected in your local
computer in advance. Detailed steps about File Protection can be found in Section 4.

8.2. Open a MIP-Protected document in SharePoint Online & OneDrive

MIP-Protected documents in SharePoint Online and OneDrive cannot be opened and edited directly
with the Office Web App, error message would be shown.

Steps:

1. Open a protected Word document in SharePoint Online, the following message box will be

shown:
i IS
M @ TestDocdocx x  + - 0O H
< C'a ™ 2 https://gocuhk-my.sharepoint.com/w:/r/personal/... Ay {é @ 3 Update --- 9
coo N
[ =z ] TestDoc ~ % ()
S A
Y8 Accessibility Mode Immersive Reader Edit Document w ﬂ Share
Microsoft Word

Sorry, Word can't open this document for editing in a browser
because it is protected by Information Rights Management

{IRM).

| To edit this file, please open it in the desktop version of
Microsoft Word.

{ Your feedback helps Microsoft improve Word., Give feedback to
Microsoft

[ Edit in Desktop App

2. Click Edit in Desktop App to launch the MS Word in your local computer and open the MIP-
protected file.

3. If you have the permission to edit the file, you can edit and save the file as usual, the updated
file would be saved in SharePoint or OneDrive.
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