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Install CUHK Root CA Certificate on Internet Explorer

(This user guide is applicable to IE 10 or above)
1. Download the CUHK root certificate from here with Internet Explorer and save to “Downloads”.

2. Click Tools menu > Internet options.
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https://ca.itsc.cuhk.edu.hk/ca/cacert2000/combined.p7b
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3. Click Content tab > Certificates.

Internet Options
ey
|Eﬂ|ﬂd|5mﬂtr|h’mi Wﬁlmlmm Advanced
Parental Controls
T I——
be viewed.
Content Advisor
Ratings help you confrol the Internet content that can be
viewed on this computer,
-'._:" B Settings
Certificates
Use certificates for encrypted connections and identification.
| |
| Clearssstate |[| certficates || Pubishers |
AutoComplete

= AutoComplete stores previous entries

E on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Sices provide updated
content from websites that can be

read in Internet Explorer and other
programs.
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4. Click Trusted Root Certification
Authorities andlmport to invoke
the Certificate Import Wizard
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Certificates
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Intended purpese:
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;hm:ﬂhmmmul] Trusted Root Certification Authorities wmum e

Issued To Issued By Expiratio... Friendy Name ind
[l A%A Certificate Ser... AAA Certificate Services  1/1/2029 COMODO L3
[LABAECOMRoot CA  ABAJECOM Root CA 10/7/2009  DST (ABA.ECOM...
gl AC Raiz Certedmar... AC Raiz Certcdmara ... 342030 AC Raiz Certicd...
CalAC RATZ DMIE AC RALZ DIE 92203  DIRECCION GEM...
Cglac Rarz MTIN AC1RAIZ MTIN 4112019 AC1RAIZ MTIN
Eelacowmarzi ACCVRAIZI 31303  ACCVRAIZL
(53] ACEDICOM Root ACEDICOM Root 14/4/2028  EDICOM
CRJACERT ADVANCED  A-CERTADVANCED  23/10/2011  A-CERT ADVANC... =
I E Import... ; Export Remove m
Certificate intended purposes
e
Learn mare about certificates
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5. Click Next

Welcome to the Certificate Import

Wizard
: This wizard helps you copy certificates, certificate trust
a= lists, and cerbficate revocation lists from your disk to a
- certificate store.

A certificate, which is issued by a certificabon autharity, ks
a confirmation of your identity and contains informabon
used to protect dats or to establsh seoune network
connections, A certificate store is the system area where
certificates are kept. [I

To continue, chck Naxt.
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6.

Select the file name with type PKCS

#7 Certificates
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7. The combined.p7b file will display.

Select the combined.p7b file and click Open to
proceed.
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8. Click Next to continue.

e name:

C: \toals\combined.p7b @

Hote: More than one certficate can be stored in & single file in the folowing formats:
Personal Information Exchange- PKCS 212 (PFX,P12)
Cryptographic Message Syntax Standard- PKCS =7 Certificates {F78)
Microsoft Serialzed Certificate Store (,55T)

Leam more about gertificate fs formats
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9. Select [ Certificate Import Wizard

Certificate Store

Place all certificates in the following store: R e e rens et e b

Trusted Root Certification Authorities

Click Next mm:ca;?mﬂrﬂmawhﬁmhim.wmmmﬁumh

T Agtomatiealy sslect the certifioats store basad on the type of certificate
@ Place al cerbificates in the folowing storel

Certificate store:

Trusted Root Certhication Authorites ‘

Learn more about certificate stores

| |
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10. Click Finish to complete the import -' —
process. — — o
Completing the Certificate Import
Wizard
E I The certificabe wil be imported after you didk Finish.

== FKCS &7 Certificates
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11. If the CUHK Root CA root certificate has
not been added yet, system will prompt
you to do so.

You are about to nstall a certificate from a certification authority (CA)
ﬁk claiming to represent:

Click Yes to proceed. _
CUHK Client CA

Windows cannot validate that the certificate is actually fram "CUHK
Client CA”. You should cenfirm its erigin by contacting "CUHK Client
CA". The following number will 22152 you in this process:

Thumbprint (shal): BB20TDDE DESALFTS TD5ABIFF FASEBE23 95893773
Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click “Yes™ you acknowledge this

risk.

Da you want to install this certificate?

ves | No

Certificate Import Wizard ] |

@ The import was successful.

| oK

Tl-

12. The system will notify you The import
was successful. Click OK.
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13. To ch?ck the imported CUHK Root CA cartificates —— . l [———
Certificate, select Trusted Root —
Certification Authorities tab from Intendedpurpose: | <Al> . *]
Certificates window. You will see the _| hmmmwl ﬁmmdﬂmlmt&nmmmbu[mmm .
CUHK Root CA Certificate listed there.
tssued To tssued By Expiratio... Friendy Name -
jE=nesnes: v = |
T e B Ttk 547 i SS  Biller oy t

S CUHK Root CA

&7 /2020

ClEntrust.net Secure ... Entrust.nst Seoure Se... smmw Entrust

i [plEquifax Secure Cer.., Equifax Secure Certifi., 8/23/2018  GeoTrust

[l GeoTrust Global €A GeoTrust Global CA 521/2022  GeoTrust Global CA
ColGo Daddy Class 2C... GoDaddy Class 2Cer,.. 6/30/2034 GoDaddyClass... ~

[Cimporte | [ Eworte | [ Remove |
lwmuwm

Learn more about cerbficates
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