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Information Technology Services Centre, CUHK

Install CUHK Root CA Certificate on Chrome

(This user guide is applicable to Chrome 38 or above)

1. Open a Chrome and click here to
download CUHK root certificate.

From the menu bar, click Settings

Mew tab

MNew window

Mew incognito window
Bookmarks

Recent Tabs

Edit Cut Copy

Save page as...
Find...

Print...
Zoom - 3% +

History

Downloads

Sign in te Chrome...

Settings

About Google Chrome
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https://ca.itsc.cuhk.edu.hk/ca/cacert2000/combined.p7b
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2. Scroll down to click Show
advanced settings Search
Set which search engine is used when searching from the omnibox.

Then click Manage
certificates under HTTPS/SSL Google * | Manage search engines...

Users
You are currently the only Google Chrome user.

Add new user... Delote this user Impaort bookmarks and se

Default browser

Make Google Chrome the default browser

Google Chrome is not currently your default browser.

Show advanced settings...

Chrome Settings

Rl TR A A B R | e R 3 ISR AU RIS

Ask where to save each file before downloading

cxt2nsions

settings HTTPS/SSL

Manage certificates...

Google Cloud Print
Set up or manage printers in Google Cloud Print. Leg
Manage

Show notifications when new printers are detects

3. Select Trusted Root Certification | Cettificates
Authoritiesand click Import Intended purpose: | <Al> v

Issued To Tssued By Expratio... Friendy Hame il
CRlAAA Certificats Ser... AAA Certificate Services  1/1/2020  COMODO E
LlABAECOMRoot CA  ABAECOM RootCA 1072008  DST (ABABCOM...
CplAC Raiz Cortcdmar... ACRaz CerticAmara ... 342030  AC Rair Certic...
Calac RaTZ DMIE AC RAIZ DIMIE 9/2/2036  DIRECCION GEM... |
AC RAIZ FNMT-RCM YU/2030  AC RALZ FNMT-...
AC1RAIZ MTIN 4112019 ACIRAIZ MTIN
ACCVRAIZL 34/12/2030 ACCVRAIZL
ACEDICOM Root 14/4/2028  EDICOM
A-CERT ADVANCED 23/10/2011  A-CERT ADVANC... =~

Remore [Lagvances |
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4. A wizard will guide you | certificate Import Wizard e —
to import the Root CA -
cert. Welcome to the Certificate Import
Wizard
Click Next E : I This wizard helps you copy certificates, certificate trust
= lists, and certificate revocation ksts from your deski o 8
- certificate store.

A certificate, which = ssued by a certfication autharity, s
& confirmation of your identity and contars nformation i
used to protect dats or to establsh seare network
connecbons., A certificate store is the system area where
certficates are kept,

To conbinue, dick Naxt.
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5. Click Next Certificats Import Wizard —
File fo Import
Specfy the fle you want to import.
Ede name:
€:\Users'natalie_itsc\Downloads\combined.o7h E
Note: More than one certificate can be stored in a sngle file in the followng formaits: '
Personal Information Exchange- FKCS 212 (FFY, P12)
Cryptographic Message Syntax Standard- PYCS &7 Certificates (P78}
Microsoft Serialized Certificate Store ((S5T)
Learn more about cerificate fla formats
I.:' _—
6. Select Certificate Import Wizard —
Certificate Store

Place all certificates in the
following store

Certificate store: Trusted Root
Certification Authorities TIROLONS i) SUMOSEARy swleck & Coruicand Sare, Of Fom chn IPSCH & bt for

Certificate stores are system areas where certificates are kept.

. ) Aatomatically select the certificate store based on the type of certificate |
Click Next [© Bisce o corticates n e folowng stoee._|
Certificate store:

|Tmmm:wmmmmm |

Learn more about certificate stores

[ <msd | rea> ||[ cooe |
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7. Click Finish Certificate Import Wizard S—

Completing the Certificate Import
Wizard

The certificate vwill be imported after you ditk Finish,
o ‘_thmemmﬁed?!fnln‘muuw_:___m"_ -
[Certifcate Store Selected by User [EATTSTTTooED S R

Content PKCS 27 Certificates
Fie Mams Criisersinatabe jtecl

. R

8. Click Yes to install. rsﬂ,_.ﬂ-,w..-.-.ing l l

The message "The import was You are about to install a certificate from a certification authaority (CA)
successful.". ClickOK & claiming to represent:

CUHK Root CA

' Windows cannot validate that the certificate is actually from "CUHEK |
Root CA". You should confirm its engin by contacting “CUHK Root
CA”, The following number will assist you in this process

Thumbprint (shal): 0CODD166 33640839 59957237 ADC22A45 1CDBI119F

Warning: i
If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. if you click "Yes” you acknowledge this
risk.

Do you want to install this certificate?

| bo |

— — S
Certificate Import Wiza g
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9. You will see CUHK ROOt [ certificates

CA under Trusted Root f
Certification Intended purpose: | <Al> -
Authorities | Intermediate Certiicaton Authorities | Trusted Root Certfication Authorities | Trusted Publ | »

Issued To Issued By Expiratio... Friendy Name 2

Click Close to finish

55 CUHK Root CA

CalDeutsche Telskom ... Deutsche TelskomRo... 10/7/2019  Deutsche Telekn... !
CalDigiCart Assurad ID... DigiCart Astured IDR.., 10/14/2031 DigiCert

ColDigCert Agsuwed ID... DigiCert Assured IDR... 15/1/2038  DupCert Assured...
ColDugCert Asered ID... DigiCert Assured IDR,,. 1S/1/203  DigiCert Asaured...
ColigiCert Giobal Roo... DigiCertGlobaiRoot CA  10f11/2031  DigiCert

ClDigiCert GlobslRoo,.. DigCertGlobslRoot G2 15/1/2038  DigCertGlobalR... ~
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