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Backup Your Private Key from Chrome

(This user guide is applicable to Chrome 38 or above)

1. Start Chrome.
Q H.Z-'
In Tools menu, select Settings -
Mew tab tri+
Mew window

Mew incognito window

Bookmarks »
Recent Tabs ¥
Edit Cut Copy Paste

Save page as...

Find...

Print...

Zoom - 300% -+ ]
History

Downloads

Sign in te Chrome...

Settings

About Google Chrome
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2. Scroll down to the page and
click Show advanced settings

Under HTTPS/SSL, click Manage
certificates

WW&¥  Information Technology Services Centre, CUHK

Search

Set which search engine iz used when searching from the cmnibox.

Google * | Manage search engines...

Uszers
You are currently the only Google Chrome user.

Add new user.. Delete this user Import bookmarks and settin

Default browser

Make Google Chrome the default browser

Google Chrome is not currently your default browser.

Show advanced settings...

Chrome Settings

Rl TR DRI | e B 3 AR A AN RIS

Ask where to save each file before downloading

tEriSION

settings HTTPS/SSL

Manage certificates...

Google Cloud Print

Set up or manage printers in Google Cloud Print. Learn o
Manage

Show notifications when new printers are detected o
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3. From the Certificates window,
select (highlight) the
certificate you want to export
and then click Export to invoke
the Certificate Export Wizard.

4. Click Next to continue

Intended purpose: [{AI.:-

Personal | Other People | Intermediate Certfication Autharities | Trusted Root Certificatior * | *

Lesiend Ty [esend By Exprang... Frisndy Nams

CLHK Root CA 30/6,/2015

[ impert.. || Bport.. || memove |

Certificate intended purposes

Chent Authentication, Server Authenbcation, Secure Emal

Certificate Export Wizard
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Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
stz and certificate revocation ksts from a certificate
store to your disk,

A certificate, which = ssued by a certification authonity,
& confirmation of yeur entity and contams nformaton
usad to protect data or to establish secure network
connectons. A certificate store is the system area where
certficates are kept.

Ta conbinue, dick Next.
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5. Select Yes, export the private | certificate Export Wizard —— ot
key I
Expeort Private Key
You can choase bo export the privabe key with the certificate,
Click Next
Private keys are password protected. If you want to expaort the private key with the
certificate, you must type a password on a later pags.
Do you want to export the private key with the certificate?
(2 N, do not export the private key
Learn mone about exporbng private kevs
[ <pax |[ mext> ||| cace |
6. Select the option and check [ Certificate Export Wizard — ot
the box as below. Clcik Next
Expeort File Format

Certificates can be exported in & vanety of fie formats.

Select the format you want to use:
DER encoded binary X.509 (.CER)
Bage-54 encoded X. 509 (.CER)
Cryptographic Message Synitax Standard - PKCS 27 Certificates [P78)

@ Personal Information Exchange - PRCS #12 (FFX)

[¥] Encyde &l certificates in the certification path if
[T oehete the private key if the export is successfl
[ |Export gl extended proparties

Mirosoft Sersized Certificate Store [ 55T)

Learn more about gertificate fie formats
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7. Type a new password to
protect your exported private
key.

8. Inthe File name input box,
type the file location of your
digital certificate and then
clickSave

9. Clcik Next

WW&¥  Information Technology Services Centre, CUHK

Certificate Export Wizard

Password

Type and confirm a password,

Tio maintain security, you must protect the private key by using a password.

Password:

LLLLLE LT L ]

Type and gonfirm password (mandatory):

1 = % L e

Hew Palies

Drgesale =

o Favostas Hene

I Dssizzp
& Dowricude
2 Fetond plecet

@ Libianei

v ovsmenty
o M

= Fechen
B vedess

8 Compotar
B tecdpanica ¥

Fie gy | nport
Save o type | Poonal indermation Exchangs =.phtg

= [Hidr Froldery

Certificate Export Wizard

Fille to Export
Specify the name of the fle you want to export

ﬂj_nune:

C:'sers'\Desktop\eaport. pfy
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10. Click Finish to complete the
certificate export

11. The system will notify you The [
export was successful. Click OK.

Last Update: 16 August 2016
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Certificate Export Wizard

oo

Completing the Certificate Export
Wizard

- You have successfuly completed the Certificate Export
= You have spedfied the folowing settings:

Fietame Gk
Export Keys Yes |
indude all certificates in the certification path Yes |
Fie Format Person,

] (] [ :

— —

-

Exporting your private exchange key

An application is requesting access to a Protected fem.

Password for:
CryptoAP| Private Key

Lok _J

Certificate Export Wizard u

The export was successful.

OK
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