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Install CUHK Client Certificate on Internet
Explorer

(This user guide is applicable to Internet Explorer 11 or above)

1. Start Internet Explorer

. - Howt..| 2 New Tab

From the menu bar, click Tools - e.,“: -

> Internet options File f

Tesoen

Safety *
dudd site to Mart Streen

View downboads Crl=)
Manage sdd-cng

F12 deweloper toals

Go to pinned sibes

Aot Internet Explorer

2. Select Content tab and
click Certificates

| General | seaurity | Privacy| Content |onnections | Programs | Advanced |

Family Safety
& Cmtrul the Intemet content that can | Famiy Safety |

Use certificates for encrypted connections and iden tification.

ClearSSLstate || Certificates ||  Publishers

AutoComplete

e AutoComplete stores previous entries ,
i on webpages and suggests matches

for you.
Feeds and Web Slices -

Feeds and Web Shees prowide updated |

| content from websites that can be
read in Internet Explorer and other
programs.
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3. Click Personal tab
and Import to invoke = .
theCertificate Import Wizard, | |fienced pupese: 2 vl

' Persanal | Other People | Intermedate Certification Authorites | Trusted Root Certficatior. * [+ |

Issued To Issued By Expiratio... Friendy Name

4. Click Next to continue.

Welcome to the Certificate Import Wizard

Thes wizard helps you copy certifcates, certificate trust ksts, and certificabe revocabon
sts from your disk to 5 certificate store.

A certficate, which is ssued by a certification autharity, & & confirmaton of your identity
and containg information used to protect data or to establsh seoure e bwork
connections. A certificate store i the system area where cerbficates are kept.
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5. For File name:, click Browse to
locate your client certificate
file.

Go to the location where you saved
your digital certificate. For the file
type, you may choosePersonal
Information Exchange (*.pfx;*.p12) for
your ease to look for the required
client cert.

Choose the required client cert. and
then click Open.

[ eonse... |

Hote: More than one certficate can be stored in a single file in the following formats:
Personal Information Exchange- FCS =12 (PFX,.P1I)
Cryptographe: Message Syntax Standard- PRCS 27 Certificates (.P78)

Merosoft Serislined Certificate Store [155T)

Hama Diots madfiad Fypa S

RGN S P Fainons e ramma KD

iime [iwte mzdidins Fypn L)

TR P Fersons infarmai. T ||
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6. Click Next

7. Input your PKCS12 password
which can be retrieved

from CUHK CA Page.

Check the first two options and
click Next

File to lenport
Specfy the file you want o mport.,

Hate: More than one cartificate can be stored in a singls Be in the folowing formats:
Prersonal Informaton Exchange- PRCS =12 (AR, P13
Cryplograghss Message Syniax Standard- PRCS &7 Certificates (P7H)
Morasoft Senalzed Certficate Store [55T)

Private key protectson
T enaintan security, the private key wad protected with a passeand,

Type the password for She private key,

[emmere:]

[ esplay Password

rport cptians:

strong privabe key protection. You wil be prompted every tme the
ey i umed by an applcation if you enable this apbon.

thes ey a5 exportable. This wil allow you to back up or ransport your
at & later beme.

[ Ve g extondad ropertes)

Learn more about profecting prvate ey
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8. Select Automatically select the
certificate store based on the
type of certificate.

Click Next. Coetificate Store
Certificate stores are system aress where certificates are kepl.

Windows can sutomatically select a certificate store, or you can spedfy a location for
the cerficate.

C}mm:&ﬂuwmmbmdmhmﬂwm

Cﬂ'ﬂh‘tﬁﬂﬂu.
e | Browse... |

9. Click Finish to complete the
certificate import and
continue to set the security

level. Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the folowing settngs:

g e o e o] Automabealy deterrraned by the varard
PFX
Cr\Uisersyresnet {Dovnioads . p 12
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10. Then, an Importing a new
private exchange key window

is prompted. Click Set Security A 2ppication is creating  Protected e,
Level..

Recommend to set security level
to High only if you need to share the
PC with others. Then, clickNext.

If the PC is for your own use, you can
selectMedium. Then, click Next.

Choose a securiy level appropriate for this £em,

@ bigh
T Request my pamission with a password when this
item is to be used.

If the security level is set to high, you () Medum
T Fequest my pemission when this Rem is to be used.
need to create a new password to

protect this item. Then, click Finish.

Create a password to protect this tem.

Create a new password for this tem.
Passwordfor: | CryptoAPI Private Key

Password: sssssses
Confim:  P— ]

< Back Fnish | Cancel

=
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11. Now, the security level is set.
Click OK.
Note: If the CUHK Root CA root i avmiocion s crefi o St e Nes
certificate has not added yet, system
will prompt you to do so. Click Yes to
proceed.

12. The system will notify you The
import was successful.
Click OK.

o The import was successful.

13. A new certificate entry is
shown underPersonal tab.

Click Close to complete the lgtended purpose: . | <Ml> 2t
process. mwi Intermadate Cestfication Authoribes | Trusted Root Certficator 4 * |
Issued To Issued By Expiratio... Friendy Name
| Y P— CUHK Root CA 6792015 WS CL...
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