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Install CUHK Client Certificate on Chrome

(This user guide is applicable to Chrome 38 or above)

1. Start Chrome Q &l’

Mew tab
From the menu bar, click Settings New window

New incognito window  Ctrl+Shift« N
Bookmarks ¢

Recent Tabs ’
Edit Cut Copy Paste

Save page as...

Find...

Print..

Zoom - 300% =+ =
History

Downloads

Sign in te Chrome...

About Google Chrome
2. Scroll down the page and

, . Settings
click Show advanced settings g
Search
U nder H-I—I-PS/SSL C“Ck Manage Set which search engine is used when searching from the gmnibox.
)
certificates Google * | Manage search engines...
Users

You are currently the only Goegle Chrome user.

Add new user.. Deelete this user Impert bookmarks and settings...

Default browser

Make Google Chrome the default browser

Google Chrome is not currently your default browser

Show advanced settings

Settings
Downloads

Download location: | C\Users\natalie_itsc\Downloads Change...

Ask where to save each file before downloading

HTTPS/S5L

Manage certificates...

Google Cloud Print
Set up or manage printers in Google Cloud Print. Learn more
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3. Click Personal tab
and Import...

4. You will see a wizard.
Click Next to start.

5. Click Browse to look for your
client certificate file.

Information Technology Services Centre, CUHK
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Intended purpose: | <All> -
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Certificate intended purposes
Certificate Import Wizard ——

Welcome to the Certificate Import
Wizard

This wizard helps you copy certficates, certificate trust
lists, and certificate revocation ksts from your disk to a
certificate store,

A certificate, which i ssued by a certfication autharity, s
& confirmation of your dentity and contans informaton
used to protect dats of b establsh seare netwark
connections. A certificate store is the system area where
certficates are kept,

To conbnue, dick Naxt.

Certificate Import Wizard

File to Impaort
Spedfy the fle you want to import.

Eie name:

Mote: More than one certificate can be stored in a sngle file in the following formats:
Personal Information Exchange- FXCS £12 (FFX, P13
Cryptographic Massage Syntax Standard- BKCS 27 Certificates (P78}

Mrrnenf Carislivad Marbifeate Chars { 00T
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Choose the required client cert. and
then click Open.

7. Click Next

8. Input your PKCS12 password
which can be retrieved
from CUHK CA Page.

Check the first two options and

click Next
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Go to the location whereyou (&&= ] e
saved your digital certificate. BN o ol

For the file type, you may
choosePersonal Information
Exchange (*.pfx;*.p12) for
your ease to look for the
required client cert.
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Certificate Import Wizard

File o Import
Spedify the file you want to import.

Eie name:
D: \chital certipm. p 12 E

Mote: More than one certificate can be stored in a single fle in the following formats:
Personal Information Exchange- PKCS 212 (PFY,.P12)
Cryptographic Message Syniax Standard- PKCS &7 Certificates (.P78)
Mrosoft Serialized Certificate Store (,55T)

Learn more about certificate fla formats

‘Certificate Import Wizard
PFasawoed

To mainkain security, the private key was protecbed with a password,

Typee tha password For the private key.
Password:

fnatds strong privabe key protection. You wil be prompted every biene the
eate key i used by an application if you enable this option,

Ehis ke &5 eoxprbable, This wall sllow you bo Badck up o transport your
at a laber time,

i T e o

Learn more sbout protecting private keye
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9. Select

Place all certificates in the following
store
Certificate store: Personal

Click Next

10. Click Finish to complete the
certificate import and
continue to set the security
level.
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Certificate Stome
Cortificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can specfy a location for
the certificate,
! Bugteanatically select the cartificate store based on the bype of certificate
@ Place al certificates in the following store|
Certificate stora:
rons
Learn more sbout certificate stres
= ':"nhrﬂnpnrt“ — .w
Completing the Certificate Import
Wizard
0 I The certificate wil be imported after you cick Finish.
=g You have specified the folowing settings:
Certificate Store Selectad by Lser fiz 4 0t
Conkent PEX
Fili Pl Dihcigital certlSi.p
o m ¥
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11. Then, an Importing a new
private exchange key window
is prompted. Click Set Security
Level..

Recommend to set security level
to High only if you need to share the
PC with others. Then, clickNext.

If the PC is for your own use, you can
selectMedium. Then, click Next.

If the security level is set to high, you
need to create a new password to
protect this item. Then, click Finish.

Information Technology Services Centre, CUHK
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'.Ir'npurting a new private exchange key

An application is creating a Protected ibem.

CryptodiPl Private Eey
Secury level settoMedum |[* Set Securiy Level.. |
[ 0K ][ Cocel |[ Detas. |

Choose 3 Security Level

Choose a secunty level appropriate for this ibem.

Rem is to be used,

) Medium
T Fequest my permission when this fem s to be used.

Create 3 Password

Create a pastword to protect this fem.

Create a new pazsword for this item.
Fassword fos, CryptatFl Private Key

Passwond: |
Confirm:

[ <Back J| g | [ concel
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12. Now, the security level is set.
Click OK.

Note: If the CUHK Root CA root
certificate has not added yet, system
will prompt you to do so. Click Yes to
proceed.

13. The system will notify you The
import was successful.
Click OK.

14. A new certificate entry is
shown underPersonal tab.
Click Close to complete the
process.

Last Update: 16 August 2016
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An application is creating a Protected item,

CryptodPl Private Key
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Securiy level set to Medium | et Security Level.. |

. =m

Certificate Import Wizard

==
Sz
e

| The importwas successful.

oK |
Certificates @
Intended pupose: | <Al> |
Personal | Other People | Intermediate Certiication Authorites | Trusted Root Certificatior * |
. Issued To Issued By Expiratio... Friendly Name
= - CUHK Rock CA 30/6[2015 s CU...
= 2 [ adverced |
Certificate inbended punposes
Learn more sbout cartificates ]
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